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SOLUTION OVERVIEW

Multifactor Authentication is crucial to secure access to Privileged Accounts stored in the CyberArk
Vault. This integration allows the CyberArk GUI Password Vault Web Access (PVWA) to take advantage
of Duo Authentication via the Duo Web SDK. All the feature rich Duo Authentication Capabilities
provided by the browser-based Duo prompt are available to CyberArk, such as policies that limit access
to users and devices that meet comply with software and security policy restrictions.

INTEGRATION FLOW AND DESCRIPTION

The integration requires a Context which is the First Factor in the authentication process. This Context is the Duo
ID of the user. The windows account that the user is logged in with can be used as the context to sign the request
sent to Duo, if the context cannot be obtained for the user (in case the computer is not in the domain, or
PasswordVault IIS is not configured with ASP impersonation and Windows Authentication enabled as shown later
in this guide) the flow for the authentication will present a screen to enter the Duo user name to then continue.

This authentication will work with CyberArk PAS v9/v10+. However only the classic Ul logon screen
(UseV10LogonPage set to No) is supported.

If the user (either obtained by the Windows logged-in user, or entered) doesn’t exist in Duo it will start the
User/Device enrollment process.

1) The user and device enrollment workflow will look like this:

SIGN IN .

Please choose an authentication method

Du

Welcome to
Duo Security

YYour organization uses Duo Security to protect

your identity. Create an account to get started

The user selects Duo Security from the Authentication Leam more about Duo (3
Methods available to their CyberArk instance.
Get started

The Context is assumed from the Windows account
the user is logged in.



Cvasnan

First, add a device

‘You'll use this to log in with Duo. You can add
another option later.

c Duo Mobile Recommended
Get a notification or code on your device

@ Security key

Use a security key

S Phone number
0 Get a text message or phone call

N heip? Secured by Duo

If the user doesn’t exists in Duo it will start the

enrollment process.

< Back

Enter your phone number

You'll have the option to log in with Duo Mobile

Country code Phone number

o+

Example: "201-555-5555"

| have a tablet

Need help? Secured by Duo

Then it will proceed to the mobile device enroliment
process.

< Back
Download Duo Mobile

On your mobile device, download the app from
the App Store of Google Play.

@ |

Next

Need heip? Secured by Duo

< Back

Scan this code in Duo Mobile

In the app, select Use QR code to scan

Gel an activation link instead

Need help? Secured by Duo

The mobile device is validated.

CYBERARK

@ Added Duo Mobile

You can now use Duo Mobile to log in using a
push notification sent to your mobile device

Since you added a phone number, you
can also use text messages and
phone calls.

Continue

Need help? Secured by Duo

The user enrollment is complete.



The user and the mobile device is now enrolled in Duo :

e S S i e e

Dashboard

Dashboard > Users

Policies
Directory Sync | Import Users | Bufk Enroll Users
Users

Applications
e 5 2 2 0 0
Add U
2t Total Users Not Enrolled Inactive Users User Bypass Locked Out
Pending Envoliments e last 30 days
Bulk Enroll Users
Import Users > .
Select (0) v Export ~ Q
Bypass Codes
2FA Devices 5 . A A
Username ~ Name < Emall & > e Status T LastLogin O
Groups
L
Acministrators John 1 Active Never authenticated
Reports mike 1 Active Jul 11,2018 3:56 PM

2) When a user is already enrolled, the login flow will look like this:

CYBERARK

Check for a Duo Push

Verify it's you by approving the notification

Sent to “I0S" (se=-+=--7329)

CYBERARK

= Are you logging in to CyberArk PVWA via
Duo WebSDK?

Waltlng for approva\.. ® Cyberark
® us
© 7:21AM
Other options A enunez
Need help? Secured by Duo ° °
Deny Approve

If Push is selected it will show up on the user’s mobile
device. After the user responds to the push he/she will
be logged in to CyberArk.



3) Ifthe user is not logged into a Windows domain, no previous user context exists. Therefore, the
authentication will prompt for a user name and start the enrollment process if necessary:

c Privileged Account Security

CYBERARK e

Enter Duo Username

Welcome o
Duo Security

Your organization uses Duo Security to protect

your identity. Create an account to get started
Learn more about Duo (3

If the authentication can’t obtain the Duo user ID from the

context (Windows/AD user), it prompts for it. Get started

If the user does not exist in Duo with a 2FA
device it will trigger the enrollment process
described earlier. Otherwise it will continue
the regular login process.

The page to enter the username can be customized by the administrator by editing the file usernameprompt.aspx
in your PVWA server under inetpub\wwwroot\PasswordVault\auth\duosecurity\duo.

INTEGRATION STEPS

1) This step is relevant if you have v1 of the Duo WebSDK plugin and you wish to upgrade to v4 of the Duo
WebSDK. Otherwise, you can skip to step 2). The caching mechanism of IIS has a known limitation where
all binaries of vl must be deleted, with no reference in web.config. The following steps will outline how to
uninstall all v1 binary and reset IIS so the new v4 binary can be installed:

A. Delete the two dll files from "pvwa” bin folder: CyberArk.Authenication.DuoSecurity.dll and
DuoWeb.dll

B. Remove “Duosecurity” Auth Method in PVYWA -> Administration.
C. Edit pvwa\web.config and delete all references to old duo entries:
<add key="DuoSecurity-IntegrationKey" value="" />

<add key="DuoSecurity-SecretKey" value="" />

<add key="DuoSecurity-APIHostName" value="" />

<add key="DuoSecurity-ApplicationKey" value="" />



<add name="DuoSecurity"

type="CyberArk.Authentication.DuoSecurity,CyberArk.Authentication.DuoSecurity"

preCondition="managedHandler" />
D. Delete “duosecurity” folder in pvwa\auth folder.

F. Reset IIS and check PVWA is up and running.

2) Login to your Duo account and find the Admin Panel. Add the Web SDK to the list of protected
applications in order generate the ClientID, Client Secret, and APl hostname:
CyberArk PVWA via Duo WebSDK
See the Duo Web SDK Documentation [ to integrate Duo into your custom web application.
Details
Client ID TR comlll
Client secret sscssscssscessss N Copy ‘
Don't write down your client secret or share it with anyone.
API hostname o e Copy
3) Download the distribution package from the CyberArk Marketplace.
4) Extract the distribution package on the PVWA server:
a. Copy folder CustomAuthenticationDllIs (the complete folder) to
...\inetpub\wwwroot\PaswordVault folder.
s
« -7 VD ThisPC » Local Disk (C:) » inetpub » wwwroot » PasswordVault
il
# Downloads AWGnd
. Recent places Bin
ClientControls
M This PC css
J Desktop csv
Documents CustomAuthenticationDlls
8 Downloads et
ey
e Local Disk (C) images
b. Copy the duosecurity folder from the distribution to ...\inetpub\wwwroot\PasswordVault\auth


https://cyberark.my.site.com/mplace/s/#a3550000000WTeQAAW-a39500000013VlQAAU

Home Share View

t— * 1|4 » ThisPC » Local Disk (C:) » inetpub » wwwroot » PasswordVault » auth
2 Eavorites Name - Date modified Type
[l Desktop J. cyberark 12/20/2017 11:09 File folder
8 Downloads |. duosecurity 7/11/2018 402 PM  File folder
=4 Recent places L ldap 12/20/2017 11:09 File folder
\. oraclesso 12 File folder
/% This PC L. pki 12 File folder
e Desktop ) radius 2 File folder
£ Documents L rsa 12 File folder
8 Downloads L saml 12 File folder
& Music J. windows 12 File folder
= Pictures

5) Define the duosecurity custom authentication method in the PVWA. Navigate to Administration ->
Options, then right click on “Authentication Methods” and select “Add Auth Method”:

POLICIES ACCOUNTS MONITORING APPLICATIONS REPORTS ADMINISTRATION

Haw Blox X cance

4 57 P Suste Contiguration Al
] Verwon informaton

L] Accounts Feed

L Genesats A Al
) werroed 5

168

15
L

You must set the ID to duosecurity. Make sure to spell it correctly and in lowercase as this value is
expected by the dlI's installed earlier. Set Enabled to Yes and choose a DisplayName for the CyberArk
login screen:



EdAoply ok 3% Cancel

Options «| Properties
Go Name Value
3 [Z] Chart Categories a *ld duosecurity
=] Web Charts DisplayName Dup Security

3 [£] Authentication Methods
[£] GeneraiSettings

Yes

ap

6 4 4

(&) duos
3 [=] Default Safe Authorizations Help Notfications
& [Z] Dual Control
4 [=] Ticketing Systems
3 [=] Connection Components
ﬂﬂ"‘ leged Session Manag t Ul

4 [57] Privilanad Sacsian Mananamant

Enabled
Whether or not the authentication module is enabled for use.

6) Add AllowedReferrer for the duo APl hostname in the format of https://<API-hostname>/, in
Administration -> Configuration Options -> Options -> Access Restrictions via right-click, then “Add
AllowedReferrer”

@ ¢ sig a4 | @& Administrator

Apply oK ¢ Cancel

Options « Properties
Go Name Value
4 5] Connection Components - * BaseUr

3 5] Privileged Session Management Ul
& 5] Privileged Session Management
4 ] Reports
= =] Access Restriction
L emeaneire i S
=] Logging

® 3

&
w
()
O
2
g
a

3 =] Configuration References
@ & Cypers
@5 oy
83
& =] oy onfig
= Privilened Account Reauest

A
v

7) Next, open the PVWA web.config file.

8) Add the keys obtained from Duo to the PVWA web.config file inside the appSettings section, add the
following keys:

<add key="DuoSecurity-ClientID" value="" />

<add key="DuoSecurity-ClientSecret" value="" />
<add key="DuoSecurity-APIHostName" value="" />
<add key="DuoSecurity-ApplicationKey" value="" />

The DuoSecurity-ApplicationKey is an arbitrary 40 char key created by you and it will be used to sign the
requests to and back from Duo.

Note: With the integration with Duo WebSDK v4, the first 2 keys were renamed from DuoSecurity-
IntegrationKey and DuoSecurity-SecretKey; please make sure to name them as pointed out on this
section. If coming from an upgrade, rename the keys from the previous values.



9) Inthe modules section of the same web.config file, add the following module:
<add name="DuoSecurity" type="CyberArk.Authentication.DuoSecurity,CyberArk.Authentication.DuoSecurity" preCondition="managedHandler" />

<modules>
<remove name="UWebDAUHodule™ />
<add name="CyberArkMobileGatewayHodule” type="Cyberf
<add name="CyberArkAuth" type="Cyberfrk.fAuthenticati
<add name="PKIlAuth" type="CyberfArk.Auvthentication.Pk
{add name="0Auth" type="CyberdArk.Authentication.DAut
<add name=""WinAuth" type="CyuberArk.Authentication.lWi
<add name="0racleSSOAuth” type="CyberArk.Authenticat
<add name=""SAMLAuth” type="CyberArk.Authentication.:
{add name="RSAAUth" type="CyberArk.Authentication.RS
{add name="RADIVSAuth” type="CyberfArk.Authenticatior
{add mame="LDAPAuth" type="CyberArk.Authentication.l
{add name="CyberArkGatewaylodule type="Cyberark.Inf
{add mname="WcfReadEntityBodyHodeModule" type="Cyberf
{add name="DuoSecurity' type="CyberArk.Authenticatic

</modules’

10) Add the following dependent assemblies to the same web.config inside the runtime -> assemblyBinding
section:

<dependentAssembly>
<assemblyIdentity name="Microsoft.IdentityModel.Tokens" publicKeyToken="31bf3856ad364e35" culture="neutral” />
<bindingRedirect oldVersion="0.0.0.0-6.34.0.41017" newVersion="6.34.0.0" />
<codeBase version="6.34.0.0" href="CustomAuthenticationDlls\Microsoft.IdentityModel.Tokens.d11" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name="System.Text.Json" publicKeyToken="cc7bl3ffcd2ddd51" culture="neutral” />
<bindingRedirect oldVersion="0.0.0.0-5.0.0.2" newVersion="5.0.0.2" />
<codeBase version="5.0.0.2" href="CustomAuthenticationDlls\System.Text.Json.d11l" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name="Microsoft.Bcl.AsyncInterfaces" publicKeyToken="cc7bl13ffcd2ddd51" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-5.0.0.0" newVersion="5.0.0.0" />
<codeBase version="5.0.0.0" href="CustomAuthenticationDlls\Microsoft.Bcl.AsyncInterfaces.dll" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name="System.Threading.Tasks.Extensions" publicKeyToken="cc7bl3ffcd2ddd51" culture="neutral"/>
<bindingRedirect oldVersion="0.0.0.0-4.2.0.1" newVersion="4.2.0.1" />
<codeBase version="4.2.0.1" href="CustomAuthenticationDlls\System.Threading.Tasks.Extensions.d11" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name="System.Text.Encodings.Web" publicKeyToken="cc7b13ffcd2ddd51" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-5.0.0.1" newVersion="5.0.0.1" />
<codeBase version="5.0.0.1" href="CustomAuthenticationDlls\System.Text.Encodings.Web.d11l" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name="Microsoft.IdentityModel.JsonWebTokens" publicKeyToken="31bf3856ad364e35"
culture="neutral” />
<bindingRedirect oldVersion="0.0.0.0-6.34.0.41017" newVersion="6.34.0.0" />
<codeBase version="6.34.0.0" href="CustomAuthenticationDlls\Microsoft.IdentityModel.JsonWebTokens.d11l" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name="Microsoft.IdentityModel.Logging" publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="5.3.0.0-6.34.0.41017" newVersion="6.34.0.0" />
<codeBase version="6.34.0.0" href="CustomAuthenticationDlls\Microsoft.IdentityModel.Logging.d11l" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name="Microsoft.IdentityModel.Abstractions" publicKeyToken="31bf3856ad364e35"
culture="neutral” />
<bindingRedirect oldVersion="5.3.0.0-6.34.0.41017" newVersion="6.34.0.0" />
<codeBase version="6.34.0.0" href="CustomAuthenticationDlls\Microsoft.IdentityModel.Abstractions.d1l" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name="System.Net.Http.Json" publicKeyToken="cc7bl3ffcd2ddd51" culture="neutral" />
<bindingRedirect oldVersion="5.0.0.0-5.0.0.41017" newVersion="5.0.0.0" />
<codeBase version="5.0.0.0" href="CustomAuthenticationDlls\System.Net.Http.Json.d11l" />
</dependentAssembly>



11) On the lIS manager navigate to Webctrl_Client and disable Windows Authentication:

File View Help

I EJ Authentication
.y Start Page ;
y -ig COMPONENTS (COMPONENTS\Adr | oo o NoGrouping -
..3 Application Pools Name Status Response Type
4.6 Sites Anonymous Authentication Enabled
40 Default Web Site ASP.NET Impersonation Disabled
b F AIMWebService Basic Authentication Disabled HTTP 401 Challenge
b aspnet_client Digest Authentication Disabled HTTP 401 Challenge
b ‘_‘ PasswordVault Forms Authentication Disabled HTTP 302 Login/Redirect
b ? Rpc Windows Authentication Disabled HTTP 401 Challenge
b (¥ RpcWithCert
b ] Webctrl Client

12) Navigate to the PasswordVault website, disable Forms Authentication, and enable Windows
Authentication:

File View Help

I ? Authentication
-2 Application Pools . Group by: No Grouping ¥
4- 8 Sites e e
4 € Default Web Site [ | Name “ Status Response Type
b ® AIMWebService Anonymous Authentication Enabled
p.[ ) aspnet_client ASP.NET Impersonation Disabled
4% PasswordVault Basic Authentication Disabled HTTP 401 Challenge
b ) auth Digest Authentication Disabled HTTP 401 Challenge
b | AWGnd Forms Authentication Disabled HTTP 302 Login/Redirect
b Bin | Windows Authentication Enabled HTTP 401 Challenge i
. 1 Clhiant™ antrale

13) Navigate to duosecurity, enable Windows Authentication and ASP.NET Impersonation:

l File View Help

@ -L|Z 18 ' | Authentication
e? A= Group by: No Grouping -
4 V| o \ ;i ministrati e
.-, Application Pools Name Status Response Type
4.8 Sites Anonymous Authentication Disabled
“ @ Default Web Site ASP.NET Impersonation Enabled
b ] aspnet_client +» Basic Authentication Disabled HTTP 401 Challenge
4 ¥ PasswordVault Forms Authentication Disabled HTTP 302 Login/Redirect
4.2 auth | Windows Authentication Enabled HTTP 401 Challenge |
p | cyberark
p -1 duosecurity
bl Idap

14) Enable web browsers to forward Microsoft Windows authentication.

a. Google Chrome, Microsoft Internet Explorer, and Edge
i. Click Windows Start menu > Settings > Internet Options.
ii. Under the Security tab, go to Trusted sites > Custom level.
iii. Enable Automatic logon with current username and password and the Enable
Integrated Windows Authentication under Advanced tab options.
iv. Go back to Trusted sites and under Sites, add the CyberArk PVWA URL as a trusted site.
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Note: You may need to reset browser cache after enabling those options in Internet Options.

b. Firefox
i. Locate and edit the following preferences so they include a comma-separated list of URL
prefixes or domains for the location of your CyberArk PVWA server(s).
1. network.automatic-ntim-auth.trusted-uris
2. network.negotiate-auth.delegation-uris
3. network.negotiate-auth.trusted-uris

INCORPORATING ADDITIONAL AUTHENTICATION FACTORS

If you need to enable additional authentication factors in CyberArk, to be invoked after Duo, edit the
definition of duosecurity created on step 3. If you enable both UseVaultAuthentication and UseLDAP,
users will be prompted for their LDAP password before allowing them to login to CyberArk:

POLICIES ACCOUNTS MONITORING APPLICATIONS REPORTS ADMINISTRATION

Eappy ok 32 cancel

Options «| Properties
Search Go Name Value
= =] Authentication Methods ~ = Id duosecurity
=] GeneralSettings DisplayName Duo Security
=] cyberark
% I;ap Enabled Yes
ezl
=] saml MobileEnabled No
= pki Logoffurl
= L, .
& radius UseVaultAuthentication Yes
=] windows
5 rsa UseRadius No
] oraclesso UseLDAP Yes
_g duosecunty SigninLabel

Now, after the user completes the Duo Authentication it will be challenged with his/her LDAP password:

@® SIGN IN

Specify your authentication details
John

Password

Copynight © 1999-2018 CyberArk Software Lid All Rights Reserved
Version 10 30 {10.3.0 16) About | Mobie verson
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USING THE CYBERARK V10 INTERFACE

The v10 logon page currently doesn’t work with this integration. To access the v10 interface you will
need to login to the PVWA using the classic Ul logon page and then selecting the Accounts views V10
interface as your default page.

1) Login as Administrator and set the UseV10LogonPage parameter to No:

POLICIES ACCOUNTS MONITORING APPLICATIONS REPORTS ADMINISTRATION

[Happy [Hox 3¢ cancel

Options <« Properties
Search_. Go Name Value
3 E FAM Sute Configuration LoadBakncerFullPain
1 Version Information A Pubicoatasate PVWARUbicData
=] General Max GrdCoumnCount 100
=] Accounts Feed
5 Users KeepldieSessionsWithOpenConnection No
# =] CPM Names AddARHCSRFToken Yes
4 =] Search Properties Usev10LogonPage No

2) To set the Default page, select the Accounts view (Classic Ul) then click on Customize:

POLICIES ACCOUNTS MONITORING APPLICATIONS

[Flsave 3¢ cancel

Customize
User details:
User name: Administrator
Ful name:
Email:
Preferences:
Default Page: [Acmunt views V10 interface VvV
Objedts per page: Fit page V
Address history: ] Qear all "connect: with account” address history

Change Password:

T
e E—
S E—

Save | Cancel |
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If you’re having trouble and need to gather additional information, you will find details of what’s causing
the issue in the CyberArk.WebApplication.log file located on C:\Windows\Temp\PVWA.

Additional debugging options are available in the Logging section of the PVWA System Configuration
Options:

lappy [Hok  $¢ cancel

Options “  Properties
Search_. Go Mame Walue
S

# =7 Authentication Methods A Depugeve High
4 =] Default Safe Authoriz ations InformationLevel High
4 =] Dual lf_.tmtml LogFies RetentionPeriod 30
# =] Ticketing Systems
# =7 Connection Components

+ = Privileged Session Management Ul
4 = Privileged Session Management
# =] Reports
# =] Access Restriction

=] Logging

You can enable additional debugging for the integration by setting the following key in the PYWA
web.config (in section appsettings):

<add key="DuoSecurity-Debug" value="true" />

A file named “DuoSecurityLogFile.txt” in C:\Windows\Temp will have debugging messages.

SUPPORT INFO

https://www.cyberark.com/services-support/technical-support/
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